UBND TINH BINH PHUGC CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAO DUC VA PAO TAO Péc l1ap — Tw do — Hanh phuic
S6: 1479 /KH-SGDPT Binh Phuéc, ngdy 16 thang 5 ndm 2023
KE HOACH

Trién khai thyc hién Chién lwgc An toan, An ninh mang qudc gia, chii dong vng phé
véi cac thach thire tir khong gian mang dén nam 2025, tam nhin 2030
nganh Giao duc va Dao tao tinh Binh Phudc

Thuc hién Ké hoach sb 151/KH-UBND ngay 08/5/2023 ctia UBND tinh vé trién khai
thue hién Quyét dinh s6 964/QP-TTg ngay 10/8/2022 ctia Thu tudng Chinh phu vé phé duyét
Chién luge An toan, An ninh mang qubc gia, chu dong tng pho véi cac thach thire tir khong
gian mang dén nam 2025, tam nhin 2030, S¢ Gido duc va Pao tao (GD&DT) xay dung Ké
hoach trién khai thyc hién nhu sau:

|. MUC PICH, YEU CAU

Bé4o dam su lanh dao toan dién cia Pang va quan ly cua Nha nudc trong cong tac bao
dam an toan, an ninh mang nham cha déng phong ngira, san sang tng pho voi cac thach thire
tir khong gian mang trong thoi dai Cach mang cong nghiép 1an thir tu, nhat 1a trong bdi canh
ca nudc dang day manh qua trinh chuyén doi s6. T6 chirc trién khai thyc hién nghiém tic,
hiéu qué céc nhiém vy dugc giao tai Quyét dinh s6 964/QD-TTg ngay 10/8/2022 ctia Thit
tudng Chinh phu.

Phat huy strc manh ctia hé théng chinh trj va toan xa hdi, nhat 1a mdi quan h¢ gitra Nha
nudc, doanh nghié€p, cac truong hoc va ngudi dan trong cong tic bao dam an toan, an ninh
mang. Chuyén d6i cdn ban vé nhan thirc, cach lam va xay dung, phat trién luc luong bao dam
an toan, an ninh mang hién dai, chuyén nghiép, dap mg yéu cau thuc tién.

Xac dinh cac ndi dung, nhiém vu trong tdm va giai phap thuc hién nham dam bao tap
trung, xuyén sudt, ddng bod va thong nhat. Phdi hop chit ché voi cac sd, ban, nganh lién quan
trong qua trinh thyc hi¢n nham hoan thanh t6t cac nhiém vu duoc giao, bao dam an toan, an
ninh mang trong pham vi quan ly.

Il. MUC TIEU

1. Muc tiéu tong quat: Xay dung khong gian mang phat trién vin minh, lanh manh, 13
dong luc tham gia cudc Cach mang cong nghiép 1an thir tu. Ning luc vé bao dam an toan, an
ninh mang dugc nang cao, chi dong, san sang tmg pho vdi cac nguy co, thach thic tir khong
gian mang nham bao vé ving chic chu quyén, loi ich va dam bao qubc phong, an ninh va trat
tur an todn trong trudng hoc; bao vé chu quyén qudc gia trén khong gian mang va cong cudc
chuyén d6i s6 va quyén, loi ich hop phap cua cac to chirc, ca nhan trén khong gian mang.

2. Muc tiéu cu thé

2.1. Muc tiéu cu thé dén nim 2025
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Nang cao ning luc, thir hang vé an toan, an ninh mang ctia nganh gido duc.

Xay dung hé théng thé trdn An ninh nhan dan trén khong gian mang c6 kha ning két
nbi, chia sé thong tin, tiép nhan va xu Iy cac thong tin gdy hai t6i khong gian mang trén dja
ban tinh.

Tung budc hinh thanh lyc luong bdo dam an toan, an ninh mang tai co quan S6 GD&DPT,
cac don vi truong hoc; dam bao mdi trudng hoc ¢ mot bo phan duge giao nhiém vu lam dau
mdi, chiu trach nhiém vé cong tac bao dam an toan, an ninh mang. Khuyén khich cac truong
hoc thanh 1ap mot T bao dam an toan, an ninh mang cua don vi.

Céc don vi truong hoc thue hién cong tac bao dam an toan, an ninh mang theo quy dinh
ctia phap luat vé an toan thong tin va an ninh mang.

Bao vé co so ha tang khong gian mang va cac hé thong thong tin quan trong cia cac co
quan Dang va Nha nudc trén dia ban tinh.

Trién khai cac hoat dong nham nang cao nhan thirc, k¥ ning bao dam an toan, an ninh
mang tiép can dong dao tdi nguoi dung Internet trong cac don vi trudng hoc.

Phén diu 80% can b quan 1y, gido vién, nhin vién nganh gido duc ¢ co hoi tiép can
cac hoat dong nang cao nhan thirc, k¥ nang va cong cu bado ddm an toan, an ninh mang.

Ap dung chinh sach pht hop cho thic day khéi nghiép vé an toan, an ninh mang gop
phan xay dung nén méng hinh thanh nén céng nghiép an ninh mang va cong nghiép an toan
thong tin mang.

Kinh phi phuc vu bdo dam an toan, an ninh mang dat ti thiéu 10% kinh phi chi cho
khoa hoc cong nghé¢, chuyén doi sb va tng dung cong nghé thong tin.

2.2. Muc tiéu cu thé dén niam 2030

Duy tri va nang cao nang luc, thr hang vé an toan, an ninh mang cua cac don vi truong
hoc trong tinh, gop phan nang cao thir hang cua tinh trén bang xép hang toan qudc.

Xay dung thé trdn An ninh nhan déan trén khong gian mang véi sy tham gia tich cuc,
dong dao cuia can bo quan 1y, gido vién, nhan vién, quan chung Nhan dén trén dja ban tinh.

Cung cd, ting cuong luc luong bao dam an toan, an ninh mang.

Phan d4u 90% céan bd quan 1y, gido vién, nhan vién nganh gido duc c6 co hoi tiép can
cac hoat dong nang cao nhan thirc, k¥ nang va cong cu bado ddm an toan, an ninh mang.

I11. NHIEM VU, GIAI PHAP

1. Nhiém vu chung

Tang cuong cac hoat dong bao ddm an toan, an ninh mang trong pham vi quan ly; tuan
thu tiéu chuén, quy chuin k¥ thuat, huéng dan nghi¢p vu cua B6 Cong an, B Thong tin va
Truyén thong va cac quy dinh lién quan; wu tién sir dung cic san pham, giai phap, dich vu an
toan thong tin mang cia Viét Nam san xut, ché tao (Make in Viet Nam) va an ninh mang tu
chu. Gin két cong tac bao dam an toan, an ninh mang véi cong tac trién khai chuyén ddi s,
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mg dung cong nghé thong tin, phat trién Chinh phi dién tir hudng tdi Chinh phi s va phat
trién do thi thong minh, kinh té s6, xa hoi sd.

Chu dong ra soat, phat hién va xir 1y hodc phdi hop véi co quan chtic ning c6 thim
quyén xt 1y cac thong tin vi pham phap ludt trén méi truong mang thudc pham vi quan 1y;
ting cudng hoat dong kiém tra, cong bd va xir Iy nghiém cac hanh vi vi pham theo quy dinh.

Chuyén ddi can ban vé nhén thtrc va cach lam dé thich ung mot cach chu dong, linh hoat
va giam thiéu cac nguy co, de doa an toan, an ninh mang (cyber resilience): Tir mé hinh bao
vé phan tan sang mé hinh bao vé tip trung, tir bi dong tng ciru sur ¢b sang chii dong du bao
som, canh bao sém, phong ngira va ting pho hiéu qua; tir don doc bao vé, gidu kin thong tin
bi tn cong mang sang chii dong hop tac, chia sé théng tin nhim cha déng phong ngira va hd
trg xtr 1y su ¢d, phuc hoi hoat dong binh thudng cta hé thong thong tin.

Chi dao cac don vi truong hoc kiém tra, ra soat, danh gia va c6 bi¢n phap tang cuong
bdo dam an toan, an ninh mang ddi véi cac hé théng ha téng thong tin, hé théng co s& dir liéu
va cac hé thong thong tin quan trong khac dang quan 1y, van hanh, khai thac.

Uu tién b tri nguén luc va cac diéu kién can thiét dé trién khai cong tac bao dam an
toan, an ninh mang trong hoat dong ndi bo ctia co quan, cac don vi truong hoc.

Kiém tra, ddnh gia va bao cdo két qua trién khai thyc hién & cac co quan, don vi truong
hoc dinh ky hang nam hodc dot xuét theo yéu cau clia co quan c6 tham quyén.

2. Nhiém vu cu thé

2.1. Tang cwong vai tro lanh dao cia Ddng va qudn ly cua Nha nwoc

Cong tac bao dam an toan, an ninh mang phai dat dudi sy 1anh dao toan dién ctia Pang,
su quan 1y chat ché ctia Nha nude va su vao cudc ciia ca hé thong chinh tri; trong d6, Tiéu
ban An toan, An ninh mang tinh diéu phdi chung, chii dong phdi hop véi cac sd, ban, nganh
lién quan thuc hién theo chiric nang, nhiém vu duoc giao.

Thudng xuyén phd bién, quan triét cac chi truong cia Pang va chinh sach, phap luat
ctia Nha nude vé an toan, an ninh mang; xac dinh an toan, an ninh mang 1a trong tdm cua qua
trinh chuyén ddi sb, 1a nhiém vu trong yéu, thudng xuyén va lau dai.

Nang cao nhéan thtrc, trach nhiém cua can by quan ly, gido vién, nhan vién, hoc sinh va
cha me hoc sinh trong cong tic biao dam an toan, an ninh mang. Hiéu trudng truc tiép lanh
dao, chi dao va chju trach nhiém vé cong tac an toan, an ninh mang; chu dong ra soat, xac
dinh rd nhitng vin dé trong tim, trong diém dé chi dao trién khai thuc hién dam bao hiéu qua.

Van dong can bo quan ly, gido vién, nhan vién va hoc sinh tich cuc tham gia hiéu qua
trong cong tac bao dam an toan, an ninh mang va chu dong tmg phoé véi cac nguy co, thach
thtre tir khong gian mang.

Uu tién chuyén giao va ung dung manh mé cong ngh¢, k¥ thuat an toan, an ninh mang;
thac déy nghién ctru, tao moi truong thudn loi dé cac td chure, ca nhan tham gia xay dung
cong nghi¢p an toan thong tin mang va cong nghi€p an ninh mang. Tang cuong hop tac gitra
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céc co quan nha nude véi cac doanh nghiép trong thuc thi cac chinh sach vé an toan, an ninh
mang. Day manh pho bién k¥ ning tham gia khong gian mang an toan.

2.2. Nghién ctru, ra soat va dé xuit cap co tham quyén xem xét sira doi, bd sung cac vin
ban quy pham phap luat vé an ninh mang, vé diéu kién kinh doanh cac san pham, dich vu an
ninh mang, nhét 1 cc san pham, dich vu sir dung trong hé thong thong tin quan trong vé an
ninh qudc gia, hé thdng thong tin ctia co quan nha nudc; vé bao dam an toan thong tin mang
cho giao dich dién tr, chuyén ddi so, ha tﬁng sb, nén tang s6, dit liéu s, bao vé thong tin ca
nhan trén mang.

2.3. Bio vé ha ting so, nén ting sé, dit lidu so va co sé ha ting khong gian mang

Béo ddm an toan, an ninh mang trong qué trinh trién khai thyc hién Chinh phu dién tir,
chuyén d6i sb. Xac dinh cdp do an toan thong tin va trién khai phuong 4n dam bao an toan hé
thong thong tin theo cAp do ddi vai cac nén tang sb, co so dit lidu quan trong; wu tién sir dung
san phém an toan, an ninh mang do Vi¢t Nam san XUAL.

Chu dong giam sat, phat hién va cong bd cac hanh vi vi pham quy dinh phap luat thudc
pham vi quan Iy trén cac nén tang sd. Xir 1y theo thAm quyén hoic phdi hop véi don vi chire
nang xu 1y cac td chirc, ca nhan vi pham, g& bo thong tin vi pham trén cac nén tang so.

2.4. Bdo vé hé thong théng tin ciia cdc co quan Ding, Nha nuwéc

Nang cao trach nhiém, y thuc ty bdo vé h¢ théng thong tin thudc pham vi co quan, don
vi quan Iy. Gan trach nhiém cua ngudi dimg dau co quan, don vi cht quan hé thong thong tin
v61 trach nhiém bao ddm an toan, an ninh mang.

X4y dung, cap nhat va van hanh hé thong thong tin theo tiéu chuan, quy chuan k§ thuat
vé an toan, an ninh mang.

Ra soat, 1ap ho so dé nghi dua cac hé thong thong tin trong yéu, pht hop véi quy dinh
ctia phéap lut vao Danh muyc hé thong thong tin quan trong vé an ninh quc gia.

Thuc hién nghi€ém tic cac quy dinh phép luat vé bao vé an ninh mang; xac dinh cép do
va trach nhiém bao dam an toan hé thong thong tin theo ting cip do va trién khai mo hinh
bao v¢ 4 16p trude khi dua vao st dung.

Chua dong giam sat, kip thoi phat hién nguy co mat an toan, an ninh mang trong qua
trinh thi cong, lap dit thiét bi trong cac hé théng thong tin. Uu tién st dung san pham, giai
phap an toan, an ninh mang do Viét Nam san xuét.

Tang cudng ngudn lyc, thuong xuyén nang cap hé thong, cap nhat ban quyén, nang cao
nhan thtc va k¥ niang vé an toan, an ninh mang cho can bo, cong chtc, vién chirc va nguoi
lao dong. Téi thiéu 1 ndm/ 1 1an tham gia dién tap, huéng dan, kiém tra, img phé va ung ciru
su ¢b an toan, an ninh mang do tinh t6 chuc.

Phéi hop v6i don vi chuyén trach vé an ninh mang cua tinh két nbi v6i Trung tim An
ninh mang quéc gia dé giam sat an ninh mang.
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2.5. Tao ldp niém tin s6, xdy dwng méi truwong mang trung thwce, vin minh, lanh manh
va phong, chong vi pham phdp lugt trén khéng gian mang

T6 chirc tiép nhan, xtr 1y thong tin vé tdi pham trén khong gian mang dé quan chung
nhan dan phan anh kip thoi, truc tiép d6i voi cac hanh vi vi pham phép luat trén khong gian
mang.

Giam sat, phat hién va phdi hop v6i co quan chitc ning va cac doanh nghiép nén ting
s6 xir 1y tin gia, thong tin vi pham phap lut trong pham vi quan 1y.

Pay manh xay dung phong trao toan dan bao vé an ninh T qudc trén khong gian mang
phu hop véi thyc tién chuyén doi so.

Duy tri cac website, trang mang xa hoi, tai khoan trén moi trudng mang uy tin, dé tuong
tac dé tuyén truyén, dinh hudng thong tin, du luan va phan béac hiéu qua cac thong tin tiéu cuc
vé dat nudc, con ngudi Viét Nam.

2.6. Ddo tao va phdt trién nguon nhén luc

U tién bé tri ngudn luc va diéu kién can thiét dé trién khai cong tac bao dam an toan,
an ninh mang trong hoat dong ndi bd cua co quan, don vi.

Trién khai hiéu qua Dé an “Pao tao va phat trién ngudn nhan luc an toan thong tin giai
doan 2021 - 2025”; phat trién doi ngii chuyén gia xuat sic vé an toan thong tin mang cua tinh
va xay dung doi ngii can bo 1am cong tac an ninh, an toan thong tin mang cic co quan, to
chtrc, doanh nghiép c6 chat luong. Tuyén duong, khen thuong kip thoi dbi véi cac co quan,
td chirc, doanh nghi¢p va ca nhan co céng hién cho su nghi¢p bao v€ an toan, an ninh mang.

Kip thoi khen thudng di véi cac t6 chire, ca nhan c6 thanh tich xuat sic trong cong tac
bao dam an toan, an ninh mang.

2.7. Tuyén truyén, phé bién, ning cao nhin thirc va kj ning dim bdo an toan, an
ninh mang

Tang cudng cong tac tuyén truyén, nang cao nhan thirc va phd bién kién thic, trang bi
k¥ niang bao dam an toan thong tin tdi toan thé nguoi sir dung Internet; trién khai cac hoat
d6ng nham trang bi k¥ ning cho cac nhom nguoi yéu thé, d& b tén thuong trong xa hoi.

Cung cap kip thoi cac thong tin chinh thong dé ngudi dan nam bat, cung phan bién tin
gia, thong tin sai sy that, vi pham phép ludt trén moi truong mang.

Tuyén truyén, phd bién vé théi quen, trach nhiém, k¥ ning an toan, an ninh mang cho
can bd, cong churc, vién chirc, ngudi lao dong khi tham gia hoat dong trén khong gian mang.

Céac truong hoc xay dung chuong trinh, ké hoach hoc tap, ren luyén ky nang tu duy,
phan bién cho hoc sinh vé an toan, an ninh mang ddi véi cac thong tin sai 1éch trén khong
gian mang; ting cuong cong tac phd bién kién thire, tinh hinh, xu hudng va cac nguy co, hau
qua trong cong tic an toan, an ninh mang cua thé giGi va trong nude dé toan thé can bo quan
1y, gido vién, nhan vién, hoc sinh va cha me hoc sinh biét, thuc hién.

2.8. Pau tw nguén lie va bdo dam kinh phi thwc hién
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B tri dam bao nhan luc chuyén trach, chiu trach nhi¢m vé an toan, an ninh mang trong
co quan, cac truong hoc.

Pau tu nguén luc dé xay dung hé théng k¥ thuat, thiét bi trién khai cac hoat dong bao
dam an toan, an ninh mang va trong hoat dong cua co quan, cac don vi truong hoc.

B4 tri chi kinh phi phuc vu cong tic an toan, an ninh mang dat tbi thiéu theo quy dinh
(10% kinh phi chi cho khoa hoc cong nghé, chuyén ddi s6, tmg dung cong nghé thong tin).

Bdao dam kinh phi thyc hién cac nhiém vu tai Ké hoach nay.

IV. TO CHUC THU'C HIEN

1. Phong Gio duc va Dao tao cac huyén, thi x4, thanh phé

Theo dbi, don dbc céac co s gido duc tryc thudc trién khai thuc hién cac nhiém vu vé an
toan thong tin mang duoc giao tai K& hoach nay.

Tang cuong kiém tra, danh gia d6i véi cac co sé gido duc trong cong tac bao dam an
ninh mang, bao v¢ ha téng s6, nén tang sb, dit liéu c4 nhan, bao vé hé théng thong tin ctia cac
co quan Pang, Nha nudc theo chirc nang, nhiém vu.

Phéi hop cac co quan, don vi lién quan trién khai thuc hién hiéu qua cac chuong trinh,
dé an dao tao, phat trién nguén nhan lyc an ninh mang, trong d6 chu trong dau tu, xay dung,
phat trién luc lugng chuyén trach bao vé an ninh mang dap ung thyc tién, yéu ciu cong tac.

Ul tién bd tri ngudn lyc (nhan luc, kinh phi) va diéu kién dé trién khai hoat dong bao
dam an toan, an ninh mang trong hoat dong nd1 bd cua co quan, don vi va linh vyc quan ly.

Tong hop, kién nghi va dé xuit cap c6 tham quyén xem xét, chi dao trién khai thuc hién
cac giai phap vé an ninh mang cho pht hop véi tinh hinh thuc tién trong qua trinh thuc hién
cac nhiém vu dugc giao.

2. Cac don vi truc thugc Sé

T6 chirc, phdi hop trién khai thyuc hién cac nhiém vu dugc giao tai K& hoach nay.

U tién bd tri ngudn luc (nhan luc, kinh phi) va diéu kién dé trién khai hoat dong bao
dam an toan, an ninh mang trong hoat dong nd1 bd cua co quan, don vi va linh vyc quan ly.

3. Ché @9 thong tin, bao cao

Cian ctr K& hoach nay va chirc nang, nhiém vu duoc giao, Thu trudng cac co quan, don
vi xdy dung ké hoach trién khai thyc hién nghiém tic; dam bao hinh thanh duoc luc luong
bdo dam an toan, an ninh mang tai co quan, don vi, trong do mdi co quan, don vi c6 mot bd
phan lam can bd d4u méi, chiu trach nhiém vé cong tac ddm bdo an toan, an ninh mang. Pinh
ky hang nidm (trwdc ngay 20/10), cac don vi tdng hop bao cao (vé tinh hinh, két qua trién khai
thuwe hién va khé khan, vung mdc, kién nghi, dé xudt) giri vé S& GD&DT. Riéng danh sach
can bd dau mdi phdi hop va Ké hoach trién khai thuc hién, cac don vi giri v& S6 GD&DT
theo dudng dan https://forms.qle/D58TAKEtdX3YFqiv8 truwdc ngay 19/5/2023 dé theo ddi,
tong hop.
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Trong qué trinh thyc hién, néu c6 khoé khin, vuong méc, cac don vi kip thoi bao cao vé
S GD&DT (qua phong Quan 1y chat luong gido duc) dé duoc hudng din hodc tong hop,
trinh Chu tich UBND tinh xem xét, quyét dinh./ e

e

o

Noi nhén: GIAM POC
- UBND tinh (dé b/c);

- Giam ddc, cac Pho Giam déc;

- Céc phong thuoc So;

- Phong GD&DT cac huyén, thi x4, thanh phd;
- Cac don vi truc thuoc So;

- Luu: VT, QLCLGD(ph_)
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